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Abstract

This tutorial consists in configuring a mail server based on Postfix. In the first, more
theoretical part, the architecture and the different configuration files of the Postfix system
will be explained. During the practical part, the attendees will setup a mail server that
handles different domains. Then, the server will be extended in a way to be able to scan
for viruses. In the second part of the tutorial, Christian Mock will go into details how to

protect your mail server and mails from spam.
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1 Introduction

This tutorial is based on 2005’s LinuxDays’ Server Tutorial’s chapter on a mail server,
and is only slightly modified to reflect changes in the LinuxDays’ network environment

set up for 2006. The DNS for instance is pre-configured.

The script supposes that attendees already know at least some theory on how email works,
and does not go into details of the SMTP protocol unless needed for the understanding

of the present setup of a mail server.
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This tutorial will show how to setup a Postfix based mail server to use in a small enterprise
network. To clarify the system, we will examplify the mail server in a so called virtual

enterprise “Tux-Industries”.

Tux-Industries is a company with different offices located in different countries. The
top-level domain name is tux-industries.com, and each country has a sub-domain called
<country>.tux-industries.com. The setup of the different domains and related MX-
records were shown in 2005’s server tutorial’s chapter on DNS and BIND and are not

treated here.

Imaging now that you are responsible of the Tux-Industries office located in Luxem-
bourg. So you have set up your DNS for the sub-domain luxembourg.tux-industries.lu.
The next step will be to install and setup the mail server for your office. Addition-
ally you want to handle two other sub-domains: sales.luxembourg.tux-industries.lu and
support.luxembourg.tux-industries.lu. The employees’ mail-addresses have the following

format: firstname.name@luxembourg.tux-industries.lu.

To achieve a higher security level, your incoming mails should be scanned by a virus
scanner. Furthermore Spam mail should be blocked. This anti-spam part will be handled

in the next chapter.
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2.1 About this tutorial

This Postfix introduction is mainly a collection of existing documents. There are many
parts copied from the official Postfix documentation. The original documentation can be
found at http://www.postfix.org/documentation.html. It was tried to make a selection
of interesting parts out of this very complete documentation, so that to setup a basic

Mail Transport Agent (MTA) you can start reading this synthesis.

2.2 Introduction to Postfix

2.2.1 What is Postfix?

The goal of the Postfix project is to implement a viable alternative to the UNIX Sendmail

program. Specific goals, and the ways that Postfix attempts to achieve them are:

» Wide dissemination. Postfix must be adopted by lots of people in order to make a
significant impact on Internet mail performance and security. Therefore the software

is given away for free, with no strings attached to it.

» Performance. Postfix is up to three times as fast as its nearest competitor. A
desktop PC running Postfix can receive and deliver a million different messages per
day. Postfix uses web server tricks to reduce process creation overhead and uses

other tricks to reduce file system overhead, without compromising reliability.

» Compatibility. Postfix is designed to be sendmail-compatible to make migration
easy. Postfix supports /var[/spool]/mail, /etc/aliases, NIS, and ~/.forward
files. However, Postfix also attempts to be easy to administer, and therefore it does

not use sendmail.cf.
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» Safety and robustness. Postfix is designed to behave rationally under stress. When
the local system runs out of disk space or memory, the Postfix software backs off,
instead of making the problem worse. By design, no Postfix program keeps growing

as the number of messages etc. increases. Postfix is designed to stay in control.

» Flexibility. Postfix is built from over a dozen little programs that each perform only
one specific task: receive a message via SMTP, deliver a message via SMTP, deliver
a message locally, rewrite an address, and so on. Sites with specific requirements
can replace one or more little programs by alternative versions. And it is easy to
disable functionality, too: firewalls and client workstations don’t need local delivery

at all.

» Security. Postfix uses multiple layers of defence to protect the local system against
intruders. Almost every Postfix daemon can run in a chroot jail with fixed low
privileges. There is no direct path from the network to the security-sensitive local
delivery programs - an intruder has to break through several other programs first.
Postfix does not even trust the contents of its own queue files, or the contents of
its own IPC messages. Postfix filters sender-provided information before exporting

it via environment variables. Last but not least, no Postfix program is set-uid.

2.2.2 Where to get Postfix?

Postfix can be downloaded from www.postfix.org. If you are using a Linux distribution
precomplied Postfix packages can preferably be installed. Postfix packages exist for nearly

all Linux distributions.
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2.2.3 Why Postfix

The Postfix software package provides higher performance, better security, and simpler
configuration than other standard compliant Mail Transport Agents (MTA). Postfix uses
a modular design rather than the monolithic sendmail design. Due to this modularity,
Postfix is a very robust and efficient MTA. Furthermore the configuration of Postfix is

much easier than a sendmail configuration.

The combination and integration of Postfix, virus scanner and SPAM blockers is simple.

2.3 Architecture of the Postfix system

transport aliases forward
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Figure 2.1: Postfix Architecture

To handle the complexity of the MTA, Postfix has been divided into different modules.
Each module is responsible for a specific task. Once this task has been done, the module
gives the mail to another module. The figure shows also the configuration files for the

different modules.

When a message enters the Postfix mail system, the first stop on the inside is the incoming

queue.
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Network mail enters Postfix via the smtpd server. This server removes the SMTP protocol
encapsulation, enforces some sanity checks to protect Postfix, and gives the sender, recip-
ients and message content to the cleanup module. The smtpd module can be configured

to block unwanted mail. This can be done using the access table.

Local submissions are received with the Postfix sendmail compatibility command, and are
queued in the maildrop queue by the privileged postdrop command. This arrangement
even works while the Postfix mail system is not running. The local pickup module picks
up local submissions, enforces some sanity checks to protect Postfix, and gives the sender,

recipients and message content to the cleanup module.
Mail from internal sources is given directly to the cleanup module.

The cleanup module implements the final processing stage before mail is queued. It adds
missing From: and other message headers to the message. Furthermore, it gives the mail
to the rewrite module, which rewrites addresses to the standard "user@fully.qualified.domain".
Postfix currently does not implement a rewriting language, but a lot can be done via ta-
ble lookups and, if need be, regular expressions. Optionally, the cleanup module can be
configured to do light-weight content inspection with regular expressions. The cleanup
module places the result as a single file into the incoming queue, and notifies the queue

manager of the arrival of new mail.

The queue manager (the gmgr server process in the figure) is the heart of Postfix mail
delivery. It contacts the smtp, local, virtual, pipe, discard or error delivery agents, and
sends a delivery request for one or more recipient addresses. The discard and error
delivery agents are special: they discard or bounce all mail, they are not shown in the

figure above.

The queue manager maintains a small active queue with the messages that it has opened
for delivery. The active queue acts as a limited window on potentially large incoming or

deferred queues. The limited active queue prevents the queue manager from running out
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of memory under heavy load.

The queue manager maintains a separate deferred queue for mail that cannot be delivered,

so that a large mail backlog will not slow down normal queue accesses.

The trivial-rewrite server resolves each recipient address according to its local and
remote address class. Additional routing information can be specified with the optional
transport table. The trivial-rewrite server optionally queries the relocated table for
recipients whose address has changed; mail for such recipients is returned to the sender

with an explanation.

The smtp client looks up a list of mail exchangers for the destination host, sorts the
list by preference, and tries each server in turn until it finds a server that responds. It
then encapsulates the sender, recipient and message content as required by the SMTP

protocol; this includes conversion of 8-bit MIME to 7-bit encoding.

The local delivery agent understands UNIX-style mailboxes, qmail-compatible maildir
files, Sendmail-style system-wide aliases databases, and Sendmail-style per-user .forward
files. Multiple local delivery agents can be run in parallel, but parallel delivery to the

same user is usually limited.

The local delivery agent has hooks for alternative forms of local delivery: you can config-
ure it to deliver to mailbox files in user home directories, you can configure it to delegate
mailbox delivery to an external command such as procmail, or you can delegate delivery

to a different Postfix delivery agent.

The virtual delivery agent is a bare-bones delivery agent that delivers to UNIX-style
mailbox or gmail-style maildir files only. This delivery agent can deliver mail for multiple
domains, which makes it especially suitable for hosting lots of small domains on a single

machine.

The pipe mailer is the outbound interface to other mail processing systems (the Postfix

sendmail command being the inbound interface). The interface is UNIX compatible: it
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provides information on the command line and on the standard input stream.

2.4 Installing Postfix

2.4.1 Installation

During the tutorial, Postfix will be installed on a Debian Sarge system. The quickest way
to install it is to use the Debian package management system, also used by Ubuntu. As

root enter the following command to auto install postfix:
# apt-get install postfix

You need to have a network connection or Ubuntu or Debian CDs to use the prior
command. The package management of Debian automatically checks for dependencies
and installs the missing packages on which Postfix relies. On a Debian system, exim is
installed as default MTA. The package management disables this MTA and configures

Postfix as the new default MTA. Ubuntu does not by default install any MTA.

Using the Debian package management is easy, but has some disadvantages. You cannot
specify all the options and features that Postfix offers. You have to live with the Postfix
that Debian (or Ubuntu) people compiled for you. Another problem is the processor
compatibility. Debian packages for the Intel platform are compiled towards the i386
instraction set. If you have newer processors, it may be better to recompile Postfix for

your processor to take benefit of new processor features and performance advantages.

For a small MTA, the package is sufficient, you don’t need to recompile it. For this

tutorial we will use the precompiled Ubuntu/Debian package.
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2.4.2 Where are the files?

After installing the package, you want to know where the different Postfix files are stored.

There are 2 groups of files : binaries and configuration files.

The postfix binaries:
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Path Tool Function

/usr/sbin | postfix The postfix command controls the operation of the mail system. It is
the interface for starting, stopping, and restarting the mail system, as
well as for some other administrative operations. This command is
reserved to the super-user.

/usr/sbin | postalias | The postalias command maintains Postfix aliases type databases. This
is the program that does the work for the newaliases command.

/usr/sbin | postcat The postcat command displays the contents of Postfix queue files.

/usr/sbin | postconf The postconf command displays or updates Postfix main.cf parameters
and displays system dependent information about the supported file
locking methods, and the supported types of lookup tables.

/usr/sbin | postdrop | The postdrop command is can be used to take mails from command
line and put them into the queues

/usr/sbin | postkick | With the postkick command you can send commands to the postfix
modules

/usr/sbin | postlock | The postlock command provides Postfix-compatible mailbox locking
for use in, for example, shell scripts.

/usr/sbin | postlog The postlog command provides Postfix-compatible logging for shell
scripts.

/usr/sbin | postmap | The postmap command maintains Postfix lookup tables such as
canonical, virtual and others. It is a cousin of the UNIX makemap
command.

/usr/sbin | postqueue | The postqueue command is the privileged command that is run by
Postfix sendmail and mailq in order to flush or list the mail queue.

/usr/sbin | postsuper | The postsuper command maintains the Postfix queue. It removes old
temporary files, and moves queue files into the right directory after a
change in the hashing depth of queue directories. This command is
run at mail system startup time and when Postfix is restarted.

/usr/bin | mailq The Postfix maild @ommand lists the content of the mail queues. It is
a replacement of sendmail’s mailq

/usr/bin | newaliases | The Postfix newaliases command is the same as postalias and replaces
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The postfix configuration files:

Path Filename | Function
/etc/postfix | main.cf | Contains operational parameters used by the Postfix modules when
processing messages
/etc/postfix | master.cf | Contains parameters used by the Postfix master program when running
core programs
/etc/postfix | access | Maps remote SMTP hosts to an accept/deny table for security
/etc aliases | Maps alternative recipients to local mailboxes
/ete/postfix | canonical | Maps alternative mailbox names to real mailboxes for message headers
/etc/postfix | relocated | Maps an old user mailbox name to a new mailbox name
/ete/postfix | transport | Maps domain names to delivery methods for remote host connectivity
and delivery
/etc/postfix | virtual | Maps recipients and domains to local mailboxes for delivery

2.5 Basic configuration

The first step after the installation is to set up a basic configuration to receive and to send

mails for the Tux-Industries domain. Remember that we want to set up a mail server for

the luxembourg.tux-industries.com domain. We assume that DNS has the corresponding

MX records. Our mail-server will be a member of our private network 192.168.1.0/24,

and has the name mailserver.luxembourg.tux-industries.com with the corresponding IP-

Address 192.168.1.5.

Postfix has several hundred configuration parameters that are controlled via the main.cf

file. Fortunately, all parameters have sensible default values. In many cases, you need to

configure only two or three parameters before you can start to play with the mail system.

The first parameters of interest specify the machine’s identity and role in the network.

11
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» What domain name to use in outbound mail
» What domains to receive mail for
» What clients to relay mail from
» What destinations to relay mail to

» What delivery method: direct or indirect

The default values for many other configuration parameters are derived from just these.

The next parameter of interest controls the amount of mail sent to the local postmaster:

» What trouble to report to the postmaster

» What you need to know about Postfix logging

If your machine has unusual security requirements you may want to run Postfix daemon

processes inside a chroot environment.

» Running Postfix daemon processes chrooted

If you run Postfix on a virtual network interface, or if your machine runs other mailers

on virtual interfaces, you’ll have to look at the other parameters listed here as well:

» My own hostname
» My own domain name

» My own network addresses

12
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2.5.1 Postfix configuration files

By default, Postfix configuration files are in /etc/postfix. The two most important
files are main.cf and master.cf; these files must be owned by root. Giving someone else
write permission to main.cf or master.cf (or to their parent directories) means giving root

privileges to that person.

In /etc/postfix/main.cf you will have to set up a minimal number of configuration
parameters. Postfix configuration parameters resemble shell variables, with two impor-
tant differences: the first one is that Postfix does not know about quotes like the UNIX

shell does.

You specify a configuration parameter as:
/etc/postfix/main.cf: parameter = value

and you use it by putting a "$" character in front of its name:
/etc/postfix/main.cf: other_parameter = $parameter

You can use $parameter before it is given a value (that is the second main difference
with UNIX shell variables). The Postfix configuration language uses lazy evaluation, and

does not look at a parameter value until it is needed at runtime.

Postfix uses database files for access control, address rewriting and other purposes. Here

is a common example of how Postfix invokes a database:

/etc/postfix/main.cf: virtual_alias_maps = hash:/etc/postfix/virtual

Whenever you make a change to the main.cf or master.cf file, execute the following

command as root in order to refresh a running mail system:

# postfix reload

13
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2.5.2 My own hostname

The myhostname parameter specifies the fully-qualified domain name of the machine
running the Postfix system. $myhostname appears as the default value in many other

Postfix configuration parameters.

By default, myhostname is set to the local machine name. If your local machine name is
not in fully-qualified domain name form, or if you run Postfix on a virtual interface, you

will have to specify the fully-qualified domain name that the mail system should use.

Alternatively, if you specify mydomain in main.cf, then Postfix will use its value to

generate a fully-qualified default value for the myhostname parameter.

Example

/etc/postfix/main.cf:

myhostname = mailserver.luxembourg.tux-industries.com

2.5.3 My own domain name

The mydomain parameter specifies the parent domain of $myhostname. By default, it is
derived from $myhostname by stripping off the first part (unless the result would be a

top-level domain).

Conversely, if you specify mydomain in main.cf, then Postfix will use its value to generate

a fully-qualified default value for the myhostname parameter.

Example:

/etc/postfix/main.cf:

mydomain = luxemburg.tux-industries.com

14
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2.5.4 My own network addresses

The inet_interfaces parameter specifies all network interface addresses that the Postfix
system should listen on; mail addressed to "user@[network address|" will be delivered

locally, as if it is addressed to a domain listed in $mydestination.

You can override the inet interfaces setting in the Postfix master.cf file by prepending

an IP address to a server name.

The default is to listen on all active interfaces. If you run mailers on virtual interfaces,

you will have to specify what interfaces to listen on.

IMPORTANT: If you run MTA’s on virtual interfaces you must specify explicit inet _interfaces
values for the MTA that receives mail for the machine itself: this MTA should never listen

on the virtual interfaces or you would have a mailer loop when a virtual MTA is down.

Example:

/etc/postfix/main.cf:

inet_interfaces = $myhostname localhost

Note: you need to stop and start Postfix after changing this parameter.

2.5.5 What domain name to use in outbound mail

The myorigin parameter specifies the domain that appears in mail that is posted on this
machine. The default is to use the local machine name, $myhostname, which defaults
to the name of the machine. Unless you are running a really small site, you probably
want to change that into $mydomain, which defaults to the parent domain of the machine

name.

For the sake of consistency between sender and recipient addresses, myorigin also specifies

the domain name that is appended to an unqualified recipient address.

15
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Examples :

/etc/postfix/main.cf:

myorigin = $myhostname (default: send mail as "user@¥myhostname")

myorigin = $mydomain (probably desirable: "user@$mydomain'")

For our example we prefer user@luxembourg.tux-industries.com:

myorigin = $mydomain

2.5.6 What domains to receive mail for

The mydestination parameter specifies what domains this machine will deliver locally,
instead of forwarding to another machine. The default is to receive mail for the machine
itself. To handle additional domains or sub-domains, you have to specify this using the

virtual table. This will be explained later in this document.

IMPORTANT: If your machine is a mail server for its entire domain, you must list

$mydomain as well.

Example 1: default setting.

/etc/postfix/main.cf:

mydestination = $myhostname localhost.$mydomain localhost $mydomain

Example 2: luxembourg.tux-industries.com example

/etc/postfix/main.cf:
myhostname=mailserver.luxembourg.tux-industries.com
mydomain=luxembourg.tux-industries.com

mydestination = $myhostname localhost.$mydomain localhost $mydomain

16
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Caution: in order to avoid mail delivery loops, you must list all hostnames of the machine,

including $myhostname, and localhost.$mydomain.

2.5.7 What clients to relay mail from

By default, Postfix will forward mail from clients in authorised network blocks to any
destination. Authorised networks are defined with the mynetworks configuration param-
eter. The default is to authorise all clients in the IP subnetworks that the local machine

is attached to.

IMPORTANT: If your machine is connected to a wide area network then your default

mynetworks setting may be too friendly.

The mynetworks style parameter can take one of the three parameters: host, subnet

(default), class.

Specify "mynetworks style = host" when Postfix should forward mail from only the local

machine.

Specify "mynetworks style = subnet" (the default) when Postfix should forward mail
from SMTP clients in the same IP subnetworks as the local machine. On Linux, this

works correctly only with interfaces specified with the ifconfig command.

Specify "mynetworks style = class" when Postfix should forward mail from SMTP clients
in the same IP class A/B/C networks as the local machine. Don’t do this with a dial-up
site - it would cause Postfix to "trust" your entire provider’s network. Instead, specify

an explicit mynetworks list by hand, as described below.

Alternatively, you can specify the mynetworks list by hand, in which case Postfix ignores
the mynetworks style setting. To specify the list of trusted networks by hand, specify

network blocks in CIDR (network/mask) notation, for example:

/etc/postfix/main.cf:

17
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mynetworks = 168.100.189.0/28, 127.0.0.0/8

For our example we only allow to relay mail from our subnet:
You have 2 possibilities to specify this :

1. We specify to use subnet in mynetwork _style:

/etc/postfix/main.cf:

mynetwork_style = subnet

2. We ignore mynetwork style and we specify directly our subnet:

/etc/postfix/main.cf:

mynetworks = 127.0.0.0/8 192.168.1.0/24

2.5.8 What destinations to relay mail to

By default, Postfix will forward mail from strangers (clients outside authorised networks)
to authorised remote destinations only. Authorised remote destinations are defined with
the relay _domains configuration parameter. The default is to authorise all domains (and

subdomains) of the domains listed with the mydestination parameter.

The relay _domains parameter restricts what destinations this system will relay mail to.

By default, Postfix relays mail

» from "trusted" clients (IP address matches $mynetworks) to any destination

» from "untrusted" clients to destinations that match $relay_domains and subdo-

mains thereof, except addresses with sender-specified routing.

18
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The default relay domains value is $mydestination.

In addition to the above, the Postfix SMTP server by default accepts mail that Postfix

is final destination for:
» destinations that match $inet_interfaces or $proxy_interfaces,
» destinations that match $mydestination

» destinations that match $virtual_alias_domains,

» destinations that match $virtual_mailbox_domains.

These destinations do not need to be listed in $relay_domains.

For the Tux-Industries example we should disable this parameter as we only want to

accept mails for our domain, resp. sub-domain.

2.5.9 What delivery method: direct or indirect

By default, Postfix tries to deliver mail directly to the Internet. Depending on your
local conditions this may not be possible or desirable. For example, your system may be
turned off outside of office hours, it may be behind a firewall, or it may be connected via
a provider who does not allow direct mail to the Internet. In those cases you need to

configure Postfix to deliver mail indirectly via a relay host.
Example:

In our example we want to deliver the mails directly to the Internet, so we specify the

following:

relayhost =

19
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To make things more complicated, we could imagine to relay our mails first to our top
level mail-server (mailserver.tux-industries.lu) which then sends the mails to the Internet.

In this case we have to specify the parameter:

relayhost = [mailserver.tux-industries.lul

2.5.10 What trouble to report to the postmaster

You should set up a postmaster alias in the aliases table that directs mail to a human
person. The postmaster address is required to exist, so that people can report mail
delivery problems. While you’re updating the aliases table, be sure to direct mail for the

super-user to a human person too.

/etc/aliases:

postmaster: root, harpes

Execute the command "newaliases" after changing the aliases file.

The Postfix system reports problems to the postmaster alias. You may not be interested
in all types of trouble reports, so this reporting mechanism is configurable. The default

is to report only serious problems (resource, software) to postmaster:

Default setting:

/etc/postfix/main.cf:

notify_classes = resource, software

2.5.11 What you need to know about Postfix logging

Postfix daemon processes run in the background, and log problems and normal activity to

the syslog daemon. The syslogd process sorts events by class and severity, and appends

20
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them to log-files. The logging classes, levels and log-file names are usually specified in

/etc/syslog.conf. At the very least you need something like:

/etc/syslog.conf:
mail.err /dev/console

mail.debug /var/log/maillog

After changing the syslog.conf file, send a "HUP" signal to the syslogd process.

2.5.12 Running Postfix daemon processes chrooted

Postfix daemon processes can be configured (via the master.cf file) to run in a chroot
jail. The processes run at a fixed low privilege and with file system access limited to
the Postfix queue directories (/var/spool/postfix). This provides a significant barrier
against intrusion. The barrier is not impenetrable (chroot limits file system access only),

but every little bit helps.

With the exception of Postfix daemons that deliver mail locally and/or that execute

non-Postfix commands, every Postfix daemon can run chrooted.

Sites with high security requirements should consider to chroot all daemons that talk to

the network: the smtp and smtpd processes, and perhaps also the Imtp client.

The default /etc/postfix/master.cf file specifies that no Postfix daemon runs ch-
rooted. In order to enable chroot operation, edit the file /etc/postfix/master.cf, and
follow instructions in the file. When you’re finished, execute "postfix reload" to make

the change effective.

During this Tux-Industries tutorial, we will not handle the chroot jail, but for mail-servers
that resides directly on the Internet it is highly recommended to run postfix in a chroot

environment.

21
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2.6 The basic configuration files for our example

/etc/postfix/main.cf

myhostname = mailserver.luxembourg.tux-industries.lu

mydomain = luxembourg.tux-industries.lu

inet_interfaces = $myhostname localhost

myorigin = $mydomain

mydestination = $myhostname localhost.$mydomain localhost $mydomain

mynetwork_style = subnet

# relay_domain
relayhost =

notify_classes = resource, software

# Some installation specific parameters
command_directory = /usr/sbin

daemon_directory = /usr/lib/postfix

mail_owner = postfix

alias_maps = hash:/etc/aliases

smtp_banner = $myhostname ESMTP $mail_name

/etc/aliases

postmaster: root, harpes
patrick.harpes: harpes

test.testperson: test

Using the above configuration files, a Postfix system will be able to handle mails from

and to luxembourg.tux-industries.com domain.
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2.7 Additional configuration

2.7.1 The virtual table

For our domain (luxembourg.tux-industries.com) we want to create two new sub domains:
sales.luxembourg.tux-industries.com and support.luxembourg.tux-industries.com. After
configuring the name-servers to handle these new domains, Postfix has to accept mails
for this domains. Postfix can handle additional domains by using the virtual table. The
virtual table can be seen as an extension to the old sendmail alias table. The difference of
these two table is that the alias table can only rewrite local mail addresses. The virtual

table at the other side can be used to rewrite whole domains.

There are four different record types in the virtual table. Each one defines a different

type of a virtual domain:

domain.name anything Allows Postfix to receive messages for
domain.name and place them in the message

queue.

user@domain addressi, address2, ... Receives messages for user@domain and for-
wards them to addresses listed. This redirec-

tion has the highest priority.

user addressl, address2, ... Receives messages for user on the local host

and forwards them to the addresses listed.

@domain addressl, address2, ... Receives messages for all users in domain and

forwards them to the addresses listed.

Example

test.lu anything
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info@linuxdays.lu patrick.harpes@tudor.lu, eric.dondelinger@tudor.lu

@support.linux.lu eric.dondelinger@tudor.lu

This configuration defines the following:

All mails from test.lu should be accepted. Incoming mails for info@linuxdays.lu should be
directed to patrick.harpes@tudor.lu and eric.dondelinger@tudor.lu. Finally every message

for the support.linux.lu domain should be forwarded to eric.dondelinger@tudor.lu.
After editing the virtual table, you have to tell Postfix to use this table. In the main.cf
configuration file you have to specify the following line:

virtual_maps = hash:/etc/postfix/virtual

This line says that postfix should look in /etc/postfix to find the virtual table. The
hash keyword tells Postfix that this table uses the DBM-hash format. Because the file
we created is in normal ASCII format, we have to convert the file into the DBM-hash

format. This can be done with the postmap command:

# cd /etc/postfix

# postmap virtual

2.7.2 The aliases table

You can use the aliases table to map “fake” mail addresses to actual system users. This

is directly compatible with the sendmail program’s system of aliases table.

The aliases table differs from most of Postfix’s other lookup tables in that it has a slightly

different form:
pattern: result

The colon is added to that pattern to make the Postfix alias file compatible with sendmail

alias file. This simplifies converting sendmail mail servers to Postfix.
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Example

postmaster: root

patrick.harpes: pharpes

This configuration defines the following:

Mails to postmaster@localdomain.com are forwarded to the root account on this local
machine. Mails for patrick.harpes@localdomain are forwarded to the pharpes user

account on this local machine.

After editing the aliases table, you have to tell Postfix to use this table. In the main.cf

configuration file you have to specify the following line:

alias_maps = hash:/etc/aliases

This line says that postfix should look in /etc to find the aliases table. The hash keyword
tells Postfix that this table uses the DBM-hash format. As the file we created is in normal
ASCII format, it has to be converted into the DBM-hash format. This can be done with

the postalias command:

# cd /etc/

# postalias aliases

2.8 Virus scanner

To achieve a more secure mail server, we want to implement a virus scanner to scan for

viruses on incoming mails.
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2.8.1 AMaViS - A Mail Virus Scanner

AMaViS is a script that interfaces a mail transport agent (MTA) with virus scanners.
It is a high-performance interface between mailer (MTA) and content checkers: virus
scanners, and/or SpamAssassin. It communicates to MTA via (E)SMTP or LMTP, or
by using wrapper software. There are different versions of AMaViS out: amavis, amavis-
perl, amavisd, amavis-ng and amavis-new. This tutorial will only handle the amavis-new

version.

To filter the incoming mails, Postfix must send the message to AMaViS. AMaViS then
unpacks the message and related attachments and forwards the contents to one or more

virus scanners. Additionally the message can also be forwarded to SpamAssassin.
To do this work, there are different steps to do:
» amavisd-new opens a port on localhost:10024 with an SMTP server

» Postfix relays the message to localhost:10024. That means that the message leaves

the Postfix system

» amavisd-new filters the incoming message on its localhost:10024 port. If the message
contains no virus, amavisd-new gives the message back to Postfix using the local-
host:10025 port. To avoid mail loops, the messages that enter on localhost:10025

port will not be forwarded to amavisd-new

» If a mail includes a virus, the message will not be sent back to Postfix, but amavisd-

new will store it in a special directory.

2.8.2 Configuring Postfix to use Amavis-new

The first step is to install amavisd-new. As we are using Ubunut/Debian, the package

management can install it:
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Figure 2.2: Postfix in combination with AMaViS

# apt-get install amavisd-new

After installation, we have to tell Postfix to send the mails out to amavisd-new. We have
to define a new transport method by adding the following into the /etc/postfix/master.cf
file:

smtp-amavis unix - - n - 2 smtp -o smtp_data_done_timeout=1800

-o disable_dns_lookups=yes

Furthermore we have to define the smtp server without content filter running on the

localhost:10025 port. We have to add this line to /etc/postfix/master.cf

localhost:10025 inet n - n - - smtpd -o content_filter=

After restarting Postfix, the new smtp server should answer on port 10025. We can test

it using the following command:

# telnet localhost 10025
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Now we have to tell Postfix to relay all incoming mails to amavisd-new which listens on

port localhost:10024. This parameter is specified in the /etc/postfix/main.cf file:

content_filter = smtp-amavis:[127.0.0.1]:10024

2.8.3 Configuring amavisd-new

The /etc/amavis/amavis.conf file is a large Perl script to define the parameters. For the
moment we only define a few essential parameters, to tell amavisd-new to establish a

smtp server on port 10024:

$mydomain = ’tux-industries.lu’;
$myhostname = ’mailserver.tux-industries.lu’;
$forward_method = ’smtp:127.0.0.1:10025°; # where to forward checked mail

$inet_socket_port = 10024;

On a Debian configuration, you should now be able to start amavisd-new and test it

using the following command:

# telnet localhost 10024

amavisd-new should now answer on port 10024.

2.8.4 Which Virus-scanner to use?

AMaViS itself doesn’t contain a virus-scanner. So wee need a virus-scanner to scan and
to find viruses in our messages. There are many products on the market, but for this
tutorial we want to use a free virus scanner, so the decision to use ClamAV has been taken.

ClamAYV is maybe not the best anti-virus, but it shows how to integrate a virus checker,
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and it might be sufficient. AMaViS also allows to use more than one anti virus product.
That means that you can install more than one virus-scanner, and configure AMaViS to

use all scanners on your system. This is even recommended for mission-critical systems.

An important point for your choice of a virus-scanner is that the virus-definition files are
up to date, and that these files can be installed easily using a script, so that the system

administrator does not have to pay attention to these updates.

2.8.5 ClamAvV

Clam AntiVirus is a GPL anti-virus toolkit for UNIX. The main purpose of this software
is the anti-virus integration in mail servers (attachment scanning). The package provides
a flexible and scalable multi-threaded daemon, a command line scanner, and a tool for
automatic updating via Internet. The programs are based on a shared library, distributed
with the Clam AntiVirus package, which you can use with your own software. Most

importantly, the virus database is kept up to date .

Main features are:

» command-line scanner

» fast, multi-threaded daemon

» milter interface for sendmail

» database updater with support for digital signatures
» virus scanner C library

» on-access scanning (Linux and FreeBSD)

» detection of over 29000 viruses, worms and trojans
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» built-in support for RAR (2.0), Zip, Gzip, Bzip2, Tar, MS OLE2, MS Cabinet files,
MS CHM (Compressed HTML), MS SZDD

» built-in support for mbox, Maildir and raw mail files

» built-in support for Portable Executable files compressed with UPX, FSG, and

Petite

2.8.6 Installing and configuring ClamAV

Before installing ClamAV you should verify if the user and group clamav exists. If not

they can be created with useradd and groupadd.

ClamAV can be installed as a Debian package. The following command will install the

software:
# apt-get install clamav

Because a virus-scanner needs up to date virus definition files, the first step after instal-
lation is to download the latest virus definition file. This can be done using freshclam.
freshclam updates the virus database. It’s a part of the Clam AntiVirus package. It
requires an Internet connection. freshclam can be run in background to check regularly
for new virus definition files. For the first time, we will start it in foreground:

# freshclam

ClamAV update process started at Sat Jan 15 09:10:35 2005

Downloading main.cvd [*] main.cvd updated (version: 29, sigs: 29086, f-level: 3, builder: tomek)

Downloading daily.cvd [*] daily.cvd updated (version: 665, sigs: 344, f-level: 3, builder: tomek)

Database updated (29430 signatures) from db.lu.clamav.net (195.70.36.141).
ClamAV comes with two binaries for scanning files:

» clamscan is a stand-alone binary to scan a file, a directory
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» clamdscan works together with the clamd daemon. With this version you can have

a gain of performance when scanning a huge amount of files.

To test a virus-scanner we need of course a virus to check if the virus-scanner filters it.
Using “real” viruses is dangerous. There are test viruses out, and these viruses can be
used without compunction. They can be downloaded at www.eicar.org.

» Download the virus sample files from www.eicar.org.

» Copy them into a directory /home/harpes/virus-test

» Copy other files to this directory

» $ cd /home/harpes/virus-test

» $ clamavscan

» To test clamavd run clamavscand

2.8.7 Integrate ClamAV with AMaViS

Once the virus-scanner and AMaViS run, we have to configure AMaViS to use ClamAV
for checking viruses. This could be done in the /etc/amavis/amavis.conf file. The con-
figuration file is a Perl script divided into different section. The virus-scanner settings
are located in section VII. In this section the Perl list @av_scanner is defined. This list
contains many virus-scanner. To configure AMaViS to use ClamAV please locate first

this list, and then look if there is an entry for ClamAV. This entry should look like this:

### http://www.clamav.net/
[’Clam Antivirus-clamd’,

\&ask_daemon, ["CONTSCAN {}\n", "/var/run/clamav/clamd.ctl"],
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qr/\b0K$/, qr/\bFOUND$/,

qr/~.*7: (?!Infected Archive) (.*) FOUND$/ ],
# NOTE: run clamd under the same user as amavisd; match the socket
# name (LocalSocket) in clamav.conf to the socket name in this entry

# When running chrooted one may prefer: ["CONTSCAN {}\n","$MYHOME/clamd"],

The expression /var/run/clamav/clamd.ctl is the path to the localsocket to
connect to clamavd. To be sure that AMaViS and ClamAV use the same socket,
you have to check in the ClamAV configuration file the socket settings. This

configuration file can be found in /etc/clamav/clamad.conf.

LocalSocket /var/run/clamav/clamd.ctl

The last thing to do to let AMaViS work with ClamAV is to change the owner of

/var /run/amavis:

# chmod -R amavis:amavis /var/run/amavis

Per default, AMaViS doesn’t notify the mail recepient that the mail has been infected by a
virus. To notify the mail recipient that he received a infected mail we should uncomment

the $warnvirusrecip = 1; parameter in amavis.conf.

After restarting Postfix and AMaViS your system should now be able to filter viruses.

You can test it by sending the sample virus eicar.
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