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Ports and Addresses

Both TCP and UDP connecti ons are
uni quely i1dentified by four

t hi ngs

{source port,destination port,
sour ce address, destination

addr ess}

The source and desti nati on
addresses are stored In the IP
header

The source and destination ports
are stored in the TCP or UDP
header



TCP Flags

SYN

- Synchronize to initiate a connection

FI' N

- The sender is finished sending data

ACK

- Used to acknow edge previously received
dat a

RST

- Reset the connection

URG

- W have urgent data to send

PSH

- The receiver should pass this data up to
the application | ayer as soon as possible



I TCP Establishment

« TCP connections are established
I as foll ows:
1.C1ent sends a TCP packet wth
the SYN flag set to the server

2.5erver responds wth a SYN- ACK
3.0 1ent responds wth an ACK

e« This Is called a three-way
handshake



Closing TCP Connections

« TCP Connections are normal |y

cl osed as foll ows:

1. Side wshing to cl ose
connection sends a TCP packet
wth the FIN flag set (active
cl ose)

2. O her side responds wth a FIN
of 1ts own....

3....and an ACK of the FIN It
j ust recelved

4. Cl osing side responds wth an
ACK



Network Address Translation(NAT)

NAT neans altering one of the source or
destination | P addresses in a packet
(sonetines ports are altered, as well)
SNAT

- Source NAT

- Source I P address i1s altered
MASQUERADE

- Li ke SNAT, but for use with a dynamc IP
- Source | P address Is altered

DNAT

- Destinati on NAT

- Destination I P address Is altered



Firewalls

« Afirewall Is nerely a router that limts or
filters the flow of traffic between two or
nor e net wor ks

e« Host firewalls limt the flowof traffic to
or froma specific host, and don't ever
forward traffic

e Firewalls or routers wth nore than one
| nterface are nulti -honed



Types of Firewalls

« Packet filter
- Fast and sinple
— ...but they filter packets based on limted
| nf or mat i on
- ...and can't handl e conpl ex protocols easily
« Application proxy
- Filtering based on application (layer four)
dat a
- Tend to be sl ow but secure
— ...but need one proxy for each application
- Stateful packet filter
- Makes filtering decisions based on the
recorded state of a connection
- Abl e to handl e nore conplex protocols Iin a
nore secure way. The canonical exanple iIs
active FTP



GNU/Linux Firewalls

The Linux firewalling toolset Is called

| pt abl es

It Is really a collection of user-space
libraries and utilities that interface wth
the Linux kernel's filtering, NAT, and
packet - nangl i ng code

The 1 n-kernel systemis referred to as
netfilter, for kernels >= 2.4.x

|t can be used as a sinple packet filter, or
a stateful packet filter

|t has application hel pers for protocols

t hat need t hem



Netfilter in the Network Stack

SSH Protocal
I SSH Client ( rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr ) S5H Server
TCP Protocol
TCP ( .................................................................... ) TCP
¢ IP Protocal Rouiter IP Protocol
N e
P
¢ Netfilter
Device ( ) Driver i i Driver | |Hooks Device
Driver Driver

Netfilter starts to
exam ne packets
after the device

dri ver hands them
off to the IP |ayer
There are nultiple
points along the
path of a packet
where Netfilter wll
perform sone action
This can be a filter
(DROP, etc)

This can be NAT
This can be packet
mangl I ng



The Netfilter Process

Incoming Outgoing
Routing POSTROUTING
Decision (SMAT)

IMPLT
Chain

Routing
Decision

Local Process




Netfilter Tables & Chains

« Mangl e
- Not di scussed here, this table
contains all five chal ns
o NAT
- Consi sts of PREROUTI NG OUTPUT,
and POSTROUTI NG chal ns
e Filter
- Consi sts of | NPUT, OUTPUT, and
FORWARD chal ns



Common Iptables Targets

ACCEPT

- All ows packet to nove to next chain

DROP

- Drops the packet wwth no notice to the
sender

REJECT

- Rej ects the packet with an | CVP port -
unr eachabl e nessage

- Valid only in I NPUT, FORWARD, QOUTPUT

RETURN

- Returns fromthe current chain to the
calling chain

LOG

- Logs the packet and conti nues al ong the
chai n



Common Iptables Targets, Continued

« DNAT
- Desti nation NAT
- Valid only I n PREROUTI NG OQUTPUT
o SNAT
- Sour ce NAT
- Valid only i n POSTROUTI NG
« MASQUERADE
- Source NAT for dynamc IP's, the NAT iIs
re-cal cul ated every tine the rule natches
- Valid only I n POSTROUTI NG



Iptables, Useful Syntax

| ptables [-t {filter | nat} | -A chain

{rul e}
- Appends a rule to a chain
| pt ables -F

- Flushes all the chains so the default
policy Is in effect

| ptabl es -X

- Del etes all wuser-defined chai ns

| ptables -P {builtin-chain} TARGET

- Defines the default policy for the given
chal n

| pt abl es -N {chal n nane}

- Creates a new chain that can then be used
as a target (after -j )



Iptables Rules

-p [!']{protocol}
- Protocol can be one of tcp, udp, i1cnp,

al |

-s [!]{source} or -d [!]{destination}

- Source or destination is a hostnane, |IP
address, or | P address/net nask

-1 [!']{in-iInterface}

- An interface nanme, as fromifconfig

- | NPUT, FORWARD, PRERCUTI NG only

-0 [!]{out-interface}

- QUTPUT, FORWARD, POSTROUTI NG only

or



Iptables Rules, Continued

e -] TARGET
- Junp to the given target chain
« -m{nmat ch extensi on}
- Load the given match extension
- Most common IS -mstate
- Also have imt and nultiport match
ext ensi ons



The State Match Extension

The state match
makes | ptables truly
usef ul and enhances
security, conpared
to pure packet

filters
One exanple iIs
active FTP

Firewall nust open
all the TCP high
ports to the client

FTP Client

FTP Server

Wl cient initiates)E

FTP connection

to server on TCP
destination port 21,
source port P = 1024

WL client sends
server FTP PORT
command, for P+1

Active FTP

¢
¢

i E(Sewer initiates

connection to client 22
on TCP port P+1, source
port is 20



The State Match Extension, Continued

NEW
- A connection that has not yet been seen
ESTABL| SHED
- A packet that is associated wth an
exi st1 ng connection
RELATED
- A packet that represents a new connecti on,
but Is related Iin some way to a prior one
| NVALI D
- The packet is invalid in sone way



I Example Network

DHCP 192.168.8.17-192.168.8.30 (192.168.8.1628) © VM@ have sone

— br oadband connecti on

/|| to the Internet

e« The P 1s dynamc

- W use et hO, but
this could apply
equally well to pppO
for dial-up access

1592.168.8,
ethl

192,168.810/24

Cynamic IP
eth0

10}



Default Security Policy

« Default policy is DENY on all filter chalns
- 1 ptables -P | NPUT DROP
- 1 ptabl es -P OUTPUT DROP
- 1 ptabl es -P FORWARD DROCP
« Loopback rul es
— 1 ptables -A INPUT -i o -] ACCEPT
- 1 ptables -A OQUTPUT -0 o -] ACCEPT
« Drop 1 nvalid packets on the | nput and
forward chai ns
- I ptables -A INPUT -mstate --state | NVALID
-] DROP
- I ptables -A FORWARD -m state --state
| NVALID -] DROP



Flush Previous Tables and Chains

iptables -F
iptables -X
for table in filter nat mangle
do
iptables -t $table -F
iptables -t $table -X
done



Input Policy

| NPUT chai n: What connections do we want to
allowto the firewall itself?
Al | ow 1 nbound SSH only (from any I nterface),
drop and | og everything el se
Make this stateful
- I ptables -A INPUT -p tcp --dport 22 -m
State --state NEW-|] ACCEPT
- I ptables -A INPUT -mstate --state
ESTABLI SHED, RELATED -j ACCEPT
- I ptables -A INPUT -] LOG --1o0g-prefix
| NPUT DROP:
--log-prefix wll prefix every syslog entry
wth the given string (29 characters nmax)



Output Policy

« QUTPUT chal n: What connections do we want to

allow out fromthe firewall 1tself?
« Al | ow out bound SSH and DNS only, to the
| nt er net

« Qut bound packets to our i1 nternal network are

dr opped

- I ptables -A QUTPUT -p tcp --dport 22 -o
ethO -mstate --state NEW -] ACCEPT

- I ptables -A OQUTPUT -p udp --dport 53 -0
ethO -mstate --state NEW -] ACCEPT

- 1 ptables -A OQUTPUT -p tcp --dport 53 -0
ethO -mstate --state NEW -] ACCEPT



Output Policy, Continued

e Iptables -A QUTPUT -mstate --state
ESTABLI SHED, RELATED -j] ACCEPT
- Iptables -A QUTPUT -] LOG --1|o0g-prefix
OUTPUT DROP:



Forward Policy

« FORWARD chai n: What connections do we want
to allow through the firewall ?
« Al ow out bound SSH, SMIP, FTP, HTTP, HTTPS,
and DNS frominternal clients, forward
not hi ng 1 nbound
- I ptables -A FORWARD -p tcp -s
192.168.8.16/28 -mnultiport --
destination-port 21,22, 25, 53, 80,443 -m
match --state NEW -] ACCEPT

— I ptables -A FORWARD -p udp -s
192. 168. 8. 16/ 28 --dport 53 -mnatch --
state NEW -] ACCEPT

- I ptables -A FORWARD -m state --state
ESTABLI SHED, RELATED -j ACCEPT



Forward Policy, continued

e« Renenber that the Linux kernel must still be
configured to forward packets

-echo 1 > /proc/sys/net/ipvd/ip forward
OR

- sysctl -wnet.ipv4d.ip forward=1 OR
- Put the l[ine net.ipv4.ip_forward=1

In /etc/sysctl.conf and run the conmand
sysctl -p



NAT Policy

Allow internal clients to get out to the

Internet, by hiding them behind the

firewall's external |P address

W Wil use the MASQUERADE target, since we

have a dynam c | P address on our external

| nt erface

We nust specify the nat table here

- I ptables -t nat -A POSTROUTING -0 ethO -s
192. 168. 8. 16/ 28 -] MASQUERADE

|f we had a static |IP, we could use SNAT

- I ptables -t nat -A POSTROUTING -0 ethO -s
192. 168. 8. 16/ 28 -] SNAT --to-source
$STATIC I P



Rate Limiting

« A good use of the rate-limting match
extension is to limt the anount of | oggi ng
that we do
— I ptables -A INPUT -j] LOG --10g-prefix

| NPUT DROP: -mlimt --limt 10/ m nute
--litmt-burst 10
- 1 ptables -A | NPUT -] DROP

e« This allows an initial burst of 10 packets
to be logged, then rate limting kicks-in
and wll only allow 10 packets/mnute to be
| ogged



User-Defined Chains

W can use a user-defined chain wth rate-limting to

protect agai nst syn-flood attacks

1.1 ptables -N SYN PROT

2.iptables -A INPUT -p tcp --syn -] SYN PROT

3.iptables -A SYN PROT -p tcp --syn -mlimt --limt
3/second --limt-burst 10 -j RETURN

4.1 ptables -A SYN PROT -] DROP

TCP SYN packets are matched and pull ed out of the

| nput chain and sent off to the SYN PROT chai n by

rul e #2

Rule #3 limts new connections to 3/second, wth an

initial burst of 10, sendi ng packets back to the

| nput chain for further processing

Al'l other TCP SYN packets are dropped by rule #4



I Network/Host Security

e Tips for the Linux security adm ni strator
- Do not rely on a firewall for all of your
I network's security
- Firewalls, by definition, have to all ow
sone traffic through
- Crackers wll typically use these hol es
and attack application |ayer
vul nerabilities, 1gnoring your firewall
- Use the defense in depth principle
e Har den your firewall, DMZ, and i nternal
hosts, or at |east quarantine iInsecure
hosts (road warriors)
« Use host and/or network-based IDS
(Snort, Tripwre)
« Use application proxies or filters as
appropriate



I Network/Host Security

« Defense i n depth, continued
— Restrict outbound traffic frominternal hosts
- Restrict traffic across VPN s
« Qpen VPN tunnels are a big source of
mal war e
- Use strong authentication
« DSA (SSH v2) keys for SSH, wth no password
aut henti cation all owed
- Don't forget about physical security
- Restrict renpte adm nistrative access to
certain | P addresses
- Don't use plain-text protocols where possible
« Tel net, Berkeley r-tools, FTP, HITP, PCP,
| MAP
« Use SSH, scp, sftp, HITPS, | NMAPS



Network/Host Security

« Defense i n depth, continued
- Keep COS security patches up to date
e apt-get update && apt-get -u upgrade

« RHN
- Keep detailed | ogs of appropriate traffic

e Use renote syslog to send firewall | og
files to anot her host

e This works well 1 f you have nultiple
firewal |l s

« Get on your distro's security update mailing
| 1 st

« Read the security guides for your distro
- Red Hat and Debi an have excell ent security
gui des
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